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Before We Begin

* Background
— Received MT in 1977 and MCLT in 1982

— CompuNet Clinical Labs, Premier Health
= Joint Venture Lab in Dayton, OH 1986.
= CompuNet — Director of Chemistry, Premier Health — Chemistry Technical Systems Specialists

= |nstrument Manager
e Original Install 2003. Live with first set of autoverification rules in 2006.

e Company Wide system (95 connection licenses over 16 locations, 3 LIS’s, Unity Real Time, CAP Driver,
Moving Averages, Maintenance Manager, Lab Intel)

* Worked with DI on: Hematology Workspace, Unity Real Time, Lab Intel, CAP Driver
= Data Innovations 2016

* CAP inspections since 1986, inspector for ~20 years
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CAP Checklist

* Lab General —8.17.16

* All Common —8.17.16

* Hematology and Coagulation —8.17.16
* Chemistry and Toxicology —8.17.16

The follow are suggestions on how each of the covered standards might be
answered using Instrument Manager. Each inspector may view compliance with
the standards differently.

datainnovations.com



Objectives

* Understand how Instrument Manager can assist you during inspections.
* Control Security — User access.

* Use Specimen Event Logs for documentation of:
Auto-verification
Data review, delta checks, range checks etc.

Error Detection

datainnovations.com



CAP - GEN 43200 Phase ||

Computer Access Codes

Computer access codes (security codes, user codes) are in place to confine individual’s
access to those functions they are authorized to use, and the security of access codes is
maintained (e.g. inactivated when employees leave, not posted on terminals).

—User Authentication

" |nstrument Manager Authentication — stored within Instrument Manager
= Operating System Authentication — stored at the Operating System level
= LDAP Authentication - stored on the LDAP server (e.g. Microsoft Active Directory)

—Password strength and expiration based on individual laboratory security
polices.

datainnovations.com Confidential 5



CAP - GEN 43200 (cont.) Phase ||

. . . - A3 \-{fg | Q Uzer Configuration ||ﬂGmup Eonfiguration“* I Menu Items
Group Definition A e, uE R

Groups Menu lkem Enabled

b iy SEE =] | Erker Find Test e s TEE [ Spstem
efine group names EMES | ST
° Dictionamy Additio 3z Mew Connections | Members | Qs cess Mew Das...

Group Description E-Status

—5tart Highlighted Connection
o B —5top Highlight=d Connection
[ [ — - el —Start Holding &l Tests for Verification
. Define general actions
'— Clear Load Balance Counters
—5Shut Diown
—Status of Ingtrument Manager Seszions

. Define owner of the group

B Configuration E ditor
—Diriver Properties
—Test Code Map

1
2
3
4. Define what SM data elements they can access
5
6

Administrators Default Admin Group [l IM_aD... |IM_aD...

1K1
1K1

[E—. [

. Define what menu items they can access =

. Define what connections they can access

—FProperties

—Delete

=5 pecimen Management Configuration
—Cluster Setup

—Host Meszaging Setup

—Test / Profile Setup

—Specimen D Algonithm Setup
—Fapid Order Entry Setup
—Coded Entry Setup

ules Processj
rchiving Seb
imen Storage etieval Configurati

SM Data Elements | Menu Items | ODBC | Connections | Dashboards

) ) ) ) | s ) T s T < e s < < < < ) ) < < ) =) = = < <
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CAP - GEN 43200 (cont.) Phase ||

e User Definition

P a3 | g || User Configuration | imration | €))

User Configuration

Users
i % 8| Enable Userz] ¥ ¥ | o S IS S| EnterFind Temt 3% 2]+ | A2 %
Drag a colurin he & ha group by that calumn,
zer D # Il M ame Dezcription Locale | Default Connection |Enabled |Email Address | Default Screen bember OF
3 Default |- Nane - [w]
Imark.l.shearer |Mark Shearer | |Default|- Mare - | vl |mark.l.sheare... Spstemn. Status

Administrators Administration, 55 Day Shift Ik_LABINTEL Lab Intel

1. Define user ID and name
2. Enable the user

3. List of group(s) to which they belong

datainnovations.com
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M 1 =nt Manage nno

Systern Configuration Diagneostics Security Specimen Management 558 DC SR MM

MA Laboratory Intelligence Reports Wi

w | Help By
User's Guide F1
About Instrument Manager

[ Instrument Manager 8.1 X / [ Instrument Manager 8.1 % \

c | @ file:///C:/Instrument320Manager/Help/InstrumentManager.htm

.
DATA INNOVATIONS
Simple Ideas, Better Solutions

% Contents l

U ‘Welcome to Instrument Manager v&.14
Terms of use, trademarks, and copyright

[,

Intended Use Statement
21 CFR Part 11

[ 3

Release Notes

Installer's Guide

Getting Started

Upgrading from an earlier release
User Security

Hot Backup

Specimen Management

Quality Contral

Manual Results Entry

Rules Manual

Specimen Routing

Specimen Storage and Retrieval
Archiving

Maintenance Manager

Motifier

CDBC

Laboratory Intelligence

Moving Averages

Data Collection

DI EEEEEEEEEEEC

Troubleshooting Guide
|| DATA INNOWATIONS NORTH AMERICA

[

Welcome to Instrument Manager™ v8.14

(Click arrows in text to see more information.)

[ Click to view an introduction te your new Instrument Manager Help System

Consulting and Training Resources

Data Innovations® offers complete support and training as well as consulting services for all your needs. Click a topic for mare
information.

[ Instrument Manager Consulting

[ Instrument Manager Training

Instrument Manager Online Documentation

Data Innovations offers a broad range of user's guides that provide instructions for using the different features of Instrument
Manager. This Help system contains the complete Help for Instrument manager and its features. You can print out individual topics
from the Help. You can also view PDF copies from your installation DVD.

Archiving User's Guide ODBC User's Guide
Eliminate the stacks of paper records piling up in your lab.
With Instrument Manager's archiving feature, you can store
your records electronically. Retrieve the data quickly and

easily when needed.

Learn how to access and examine data stored by Instrument
Manager using an Open Database Connectivity interface, such as
Crystal Reports, Access, or Excel. This feature can be used with any
third-party tool that supports ODBC access.

datainnovations.com
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Specimen Event Log (SEL)

* All transactions involving a Specimen are contained in the Specimen Event Log

* Can be viewed in three different prospective.
— Specimen Tracking — Overview of major transactions
— Audit Trail = Overview of Audit Events

— Specimen Event Log View — Detailed view of all transactions.

For additional information on the Specimen Event Log, see the Instrument Manager Troubleshooting Guide located
under Help from the main Instrument Manager Screen

datainnovations.com Confidential 9



ow to find

System Cenfiguration | Diagnostics Security Specimen Management S5R DC 5R MM MA Laboratory Intelligence Reports Window Help

Communications Trace

List Communications Trace Status for all Connections
Loopback Test

L\ Instrument Manager by Data [ 3 e

Jﬂj,rstem Configuration Diagnost Specimen Management 55R DC SR MM MA Laboratory Intelligence Reports Window Help

L Enter Specimen D 2y

Transaction |0 #

Ewvent Date/Time | Specimen (D

Connection/Confi... |Uzer D

10
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Specimen Tracking View

JSystem Configuration Diagnostics Security Specimen Management 55R DC SR MM MA Laboratory Intelligence Reports Window Help

- a | %1 7 EnterFind Text 4 A7 ©)| Specimen Evert Log Yiew | Audit Trail View || Specimen Tracking View| =) i‘:i;- !
Dirag a column header here to group by that column.
Specimen |0 Event Date/Time | Ongin Connection | Destination Conne. .| Meszage Type Rack /Camier 1D | Cups/Position Sequence Mumber | Instrument (D Location 1 Location 2 Event Dezcription
[ 3 112282016 1:0... MISYS_ORDERS  CEMT3- kWH Ma.. request
] 112242016 1:1.. MISYS_ORDERS  CEMT3- MWH Ma... request
| 1142242016 21... Cobaz 4 Cobaz 4 quETY
B 112242016 21... Cobas 4 ztatus Cobaz 4
] 12242016 2.2, Cobaz 4 MISYS_RES_1 validate a132 1 COEB4
] 11/2242016 222, Cobaz 4 MISYS_RES_1 rezult A132 1 COB4
] 11/22/2016 22... Cobaz 4 Cobaz 4 query
] 112242016 2.2, Cobas 4 status Cobas 4
] 1142242016 23, Cobaz 4 MISYS_RES_1 releazed A132 1 COEB4
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Audit Trail

[ instrument Manager by Data Innovations LLC - [Specimen Event Log]

JS],rstern Configuration Diagnostics Securnity Specimen Management 55R DC SR MM MA Lal

&1 2| 1 °F EnterFind Text i TEE R L
Ewvent Date/Time |Specimen |D Ewent Connection/Canfi... | User 1D
b | -] 114722360
11/22/2016 1:0... Audit MISYS_ORDERS... Rules
11/22/2016 1:0... Audit CAS/CAS Rules
11/22/2016 1:0... Audit COs51/C051 Rules
11/22/2016 1:0... Audit Abdds [CA Jamest... Rules
=1 114722645
11/22/2016 1:1... Audit MISYS_ORDERS... Rules
11/22/2016 1:1... Audit CAS/CAS Rules
11/22/2016 1:1... Audit Abdds [CA Jamest... Rules
11/22/2016 1:1... Audit COs51/C051 Rules
= 114727751
11/22/2016 222, Audit Cobas: 4/Cobaz 4 Rules

datainnovations.com Confidential




Specimen Event Log View

[LEY Instrument Manager by Data Innovations LLC - [Specimen Event Log]

JS],fstem Configuration Diagnostics Security Specimen Managernent 558 DC SR MM MA

EJ .| | 7 ErterFind Text R [T

Ewvent DatedTime | Specimen (D Ewvent Connection/Confi...
11422420016 2:2... Test Code Mapping Cobas 4/Cobas 4

| 1142242018 2:2... Syztem - Data Up... Cobas 4/Cabaz 4

T 112202006 2.2.. Audit Cobasz 4/Cobaz 4 Rules

| 1142242006 2:2... System - Data Aft... Cobas 4/Cobaz 4

] 112202006 2.2 Tracking Cobas 4/Cobaz 4

| 1142242006 2:2... System - Data Qu... Cobas 4/Cobaz 4

||+l 114727753

IF Always
THEN Set Test Instrurnent ID On Test "EGFR" = "COB4"
DESC Add comment for hemolysis, SO, Adult
IF [ Specimen |0 Matches Pattern of "1AT.7M" TAND [ Result On Test 16" HOT ="' 1 AND [ Result
THEMN Set Reszult On Test 16" = Result On Test 16" Concatenated 'with "-H-LDHELE" AMD Set Quali
DESC Mon 10's to Misys
IF [ Specimen |0 Matches Pattern of "1471.7M" ]
THEM £dd Destination Connection(z] "'MISYS_RES_1"
DESC Any Error, Deltaz
IF [ &ry Error Code(z] On dnp Test MOT =" 10R [ Any Test Comment(z] On Any Test Containg "Delt
THEM Huold all Tests for Yenfication
DESC Set Shift
IF Shift ="
THEM Set Shift = Extract Component of First Besult to [M Date/Time Using " " From "2 To "2 AND
DESC Check for Mumeric
IF [ Shift 15 Numeric |
THEN
DESC Shift 1
IF [ Shift > ="8" ] AMD [ Shift < "E" ]
ELSE

C

datainnovations.com Confidential
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Using Patient Data in Rules Testing

JSystem Configuration Diagnostics Security Specimen Management 558 DC SR MM MA Laboratory Intelligence Reperts Window Help

Rules Setup - XN-IC Specimen Event Log X

: 1703200012 22| %] 5 EnterFind Test 3 - oa e B 8 - | ]t A7 @) || Specimen Event Log View || Audit Trail View | Specimen Tracking View ﬁ
Ewvent DatesTime Specimen D Ewent Connection/Confi... |Dser D
22017 11:31:09 Akd 1703200012 System - Data Aft... Cemer Orders/Cer...

] 22017 11:31:09 Abd 1703200012 Syetem - Data Up... Cemer Orders/Cer...

Y 2172017 11:21:09 M 170320001 2 Cermer Orders/Cer...

| 22017 11:31:09 Akd 170320001 2 System - Data aft.. Cemer Orders/Cer...

| 220017 11:31:09 Akd 1703200012 Syetem - Data Up... Cemer Orders/Cer...

| 242007 11:31:09 Ak 170320001 2 System - Mo confi.. Specimen Routin...

| 22017 11:31:09 Abd 170320001 2 System - Dataad... Cemer Orders/Cer...

| AT A0 Abkd 17073200 2 Suztamn - Mata Bt Marmer CNrdere T ar
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didyouknow.datainnovations.com

i
@Dat_a Innovations® HOME  ABOUT v SOLUTIONS ~ EVENTS ~ SUPPORT i)

We like to keep our users informed about the functions and features of Data Innovations

products that can make some tasks much easier.

Our products have so many capabilities that it can be hard to keep track of all of them so we share "Did You Know?" messages

with our customers and business partners that explain how they can take advantage of features that are already right at their .
e

fingertips and can increase productivity. Afterwards we post them here so you may reference them whenever you may need to.

+ Changing the Status Screen Refresh Interval for Instrument Manager - October 2016 >
+ Tools to Setup Test, Fluid, Instrument ID and Error Codes in Instrument Manager - September 2016 »
+ Virtualize Instrument Manager™ using ViMware® - July 2016 »
+ Stop Reporting Results if QC Not Run in x Time - March 2016 >
+ Let MA Automatically Calculate Your Target SD and Your Mean - December 2015 »
+ Cellphone Text Notifications from Instrument Manager - October 2015 »
+ Data Mining with Instrument Manager - August 2015 »
+ Save Real Patient Examples to Test Rules Against - June 2015 J »
+ Access Instrument Manager Via a Web Browser - April 2015 >

datainnovations.com Confidential




CAP - GEN 43450 Phase ||

Calculated Patient Data Verification

Calculated values reported with patient results are reviewed every two years
or when a system change is made that may affect the calculations. note: This

checklist requirement applies only to calculations based on formulas modifiable by the user.

16
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= Test Scenarios o

CAP GEN 43450 (cont.)

[7H Patient Information

Phase ||

;Ocsuamas%hu% ~, of

== e

Imported from Specimen Ewvent Log
Mew Test Scenario 25
Imported from Specimen Event Log
Imported from Specimen Ewvent Log
Imported from Specimen Event Log
HCG order to test Index suppresian
Imported from Specimen Event Log
Imported from Specimen Ewvent Log
Imported from Specimen Event Log
Imported from Specimen Ewvent Log
Imported from Specimen Event Log
Imported from Specimen Ewvent Log
Imported from Specimen Event Log
Imported from Specimen Ewvent Log
Imonrted frinm Snerimen Puwent | nn =
El Audit Trail
IF L =AM 7 = 0 ) AL L oA <
THEMN Set Shift="1"
Changed data:
Added Instrument |D of 'C1°
Added Shift of '1"
Changed Errar Code(s) of test 'CREA from '0' 0 '
Changed Test Instrument |ID of test '"CREA! from 'c7011' ¢
Changed Error Codel(s) of test 'HEMO! from '0' to '
Changed Test Instrument 1D of test 'HEMO' fram 'c?0711"
Changed Error Code(s) of test '|CT" from '0' 0 '
Changed Test Instrurment ID of test 'ICT' from '=7017" 1o '

Added Test 'EGFR!

Added Resultto test 'EGFR! @ GFRZ'

Added Error Codels) to test 'E Eul

Added Test Collection Date/Time to test 'EGFR' of '8/5,"
Added Date/Time used for Previous Patient Results to t
Tests 'CREA!, 'HEMO', 'ICT", 'EGFR were held far werific

lwl

1)

Fatient ID IPatlent Mame ISex |Date of Birth |
P |12345678a LastFirst A 172241949
Home =

GFR CALCULATOR

Glomerular filtration rate (GFR) is the best overall index of kidney function. Normal GFR varies according to
age, sex, and body size, and declines with age. The National Kidney Foundation recommends using the CKD-
EPI Creatinine Equation (2009) to estimate GFR.

Serum Creatinine: 1.2 ® mg/dL ! pmolfL
Serum Cystatin C: mag/L

Age: 56| Years

Gender: ' Male ' Female

Race: ' Black '® Other

Standardized Assays: ® Yeog ' No ' Mot Sure
Remove body surface adjustment: 'Yes ® No ' Mot Sure

CALCULATE

Results

CKD-EPI creatinine equation (2009) mL/min/1.73m2

)
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CAP - GEN 43750 Phase ||

Specimen Quality Comment

The system provides for comments on specimen quality that might
compromise the accuracy of analytic results (e.g. hemolyzed, lipemic).

Ehanaed Errar Mame(z) of test "365" from 37" to 'Eror Code'
Changed Result of tegt "10° from '0.3" to '0.3-;Hemalyzis present. The presence of hemolyzis will wanably increaze potazsium values and variably decreaze direct bilirubin walues. Hemalyzis level iz 131
Changed Test [nstrument 1D of tegt "T0° from 'P1° o 'COBZ!

Tl mmmm A Crrmr T mAAlAT —F bmnk "0 femmn T Fm 1D A i

The Specimen Event Log (SEL) can be used to show rules that are used to
evaluate hemolysis and then add message to the result or hold the
specimen for recollection

datainnovations.com Confidential 18




CAP - GEN 43800

Data Input ID

Phase ||

There is an adequate system to identify all individuals who have entered

and/or modified patient data or control files.

The SEL can also be used to
demonstrate this as the user that
reviewed or modified is clearly
documented.

datainnovations.com Confidential

[E: 123456A

Event Date/Time |Specimen D

E d “ W Enter Find Text

Ewent

Connection/Confi...

User ID

[ [ ]|

11/722/2016 7:2...
11/22/2016 7:2..
11/22/2016 7:2..
117222016 7:2..
11/22/2016 7:2..
1172272016 7:2...
117222016 7:2...

111/22/2016 7:2..

11/22/2016 7:2...
1/22/20M16 7:2...
1172272016 7:2...

123456A
123456A
123456A
123456A
123456A
123456A
123456A
123456A
123456A
123456A

123456A

Instrument ID Ma...
Instrument ID Ma. ..
Instrument |D Ma...
Instrument 1D Ma, ..
Instrument 1D Ma...

Tracking

System - Data Aft..

MISYS_RES_1/...
MISYS_RES_1/...
MISYS_RES_1/...
MISYS_RES_17...
MISYS_RES_1/...

Cobas 3/Cobas 3 ...
Cobas 3/Cobas 3 ...

Audit

Cobas 3/Cobas 3 ...

Smith, S

Smith, S |

System - Data Bef ...
System - Data Qu...
System - Data Ad..

MISYS_RES_17...

Cobas 3/Cobas 3...
Cobas 3/Cobas 3 ...

19




CAP - GEN 43875 Phase ||

Autoverification Validation

There is documentation that the autoverification process was validated
initially, and is tested at least annually and whenever there is a change to
the system that could affect the autoverification logic.

@RulesTesting Y
°=:-j Test Scenarios 1 [ Patient Information o 5
R BT RR, RECREEN TR A R AN B Patient 10 Patient Name | Sex |Date of Birth | é
. — P |12345678a Last,First b 1/2241949
The ru Ies testl ng a rea Ca n be used to Imported from Specimen Event Log
Imported from Specimen Event Log
. . Imported from Specimen Event Log
store samples that trigger various rules
Imported from Specimen Event Log
. . . :mpoﬁeg :mm gpecimen E\.-’Ent ||:Dg [Z] Specimen Information 2
mpaorted fram Specimen Event Lo
a n d t h e n u Se t h e a u d It t ra I I to CO nfl r m Imgurtedfrum Sgecimen Ewvent Lug Specimen D |Rack |Pgsmgn |FIU|d |Pr|gr|ty |Co|le|:1|0
Imparted fram Specimen Event Log P [17345678a 50433 1 1 R Bmenis
t h t t h . t I ( ) f' d d Imported from Spec?men Ewvent Log
dat the appropriate ruie(s) fired an oot tom SpanenEvonlo
. . Imported from Specimen Event Log L|_| _’l
| df Speci E L
the correct action took place. Audit e S 2 | pe— q
Imported from Specimen Event Log - —
. I b d . d f Imparted from Specimen EvertLog 5 'CI';SEt:Dde |1R:sult |Un|ts |§rr0rCode(s) |;I'estD|Iut|0n
tralls can be stored or printed tor - mreston spene £ o Mo s o
. . - Imported from Specimen Event Log Bl et 0 0 1
| d fi Speci E L *
inspection ready documentation. S T
eGFR
Ral KT 2
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Autoverification Can Be Turned Off

2 () Start Selected Connections | (| Stap

1. Stop the -
Connection — o

Selected Connections | £ Resend Messages | € Clear Sendd | 4™ Mark Out-of-Service | 2 Log Minimal SEL Events | 2% Ltility !

|E|E|5*|?EnterFindText ﬁﬁ@ﬁﬁﬁ:@gﬂg

In Service Sendd]
] Tes
Or Ve
On Tes

5

Sent I Errars |
1

1] 1]
1] 1]
o 0
1] 1]

1 [ R e R s [ e
o o o O

1
1
1
1
1
1
1
1]

L2 Ccbas 1 Yes 0 0 0 0
|| Cobas 2 On e I} 0 I} 0
_ Cobas 3 On e I} 0 I} 0
_ Cobaz 4 O ez n ] n ]

1] ] 1] ]

Cobaz 54T 311 On e

: () Start Selected Connections | (W) Stop Selected Connections ] Resend Messages | 3¢ Clear Sendd | &' Mark Dut-of-Service | &8 Log Minimal SEL Events | 92 Utiity !

W oo MO ] A AR S| F EnterFindTet 48 32| 5 S 4 A2 @)
Connection / In Service Send( Sent IErru:urs |
_ | CEMTS On (») Start Selected Connections 0 0 1
2 . Sta rt H O I d I ng _ | CENT=Z On " (mH Stop Selected Connections u u
CLIMNS On e . o 1]
— b Start Communications Trace 0 0

CLM it
AI | Te Sts fO r T - Stop Communications Trace
£ M Caobas 0 Wiew Communications Trace
Verification — . ”

[T e QR N NI N T

Purge Communications Trace

L Select Al Iy
) Start Holding A1 Tests for Yerification
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CAP - GEN 43878 Phase ||

Autoverification QC Samples

For all test results subject to autoverification, the laboratory ensures that

applicable quality control samples have been run within an appropriate time
period, with acceptable results.

—QC module can be used to upload QC results in real time and provide
immediate feedback to the staff if QC passed or failed.

—Upon QC Failure IM can automatically stop the release of that analyte.

—Can be demonstrated via rules testing module or via real life situation.

datainnovations.com
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CAP - GEN 43881 Phase ||

Autoverification Results

-Syskm Configuration Diagnostics Secunty Specimen Management 55 DC 58 MM MA Laboratory Intelligence Reports Window Help
[0 Rules Setup - Vitros 5600 [ Specimen Event Log x|

Results are compared with an e — e
M ' B | ¥ 5F Enter Find Teut 3 - Gy bl B 8 G- | o ; .

appropriate range of acceptable | SEESwme:

values and flags or warnings

Ewerk Dabe/Time | Specimen 1D

-] 116224094
M M L3 M | 1zreozmero. System - Data Ou.. Cobas 2/Cobas 2
reviewed prior to autoverification. |} mmm i s
1272072018 1:0.. System - Data At . Etbuuzl'ﬁubasz
T 1z2e0mEto. Syctem - Data Up... Cobas 2/Cobas 2
: 1272002018 1.0, Systemn - Data Alt . Cobas 2/Cobas 2
122002016 1.0, Auadit Cobas 2/Cobas 2 Rules
| 12ewame . System - Dala Alt. Cobes 2/Cobas 2 @
. || 12e0zmero. Thacking Cobas 2/Cobat 2
S E L SEL b || 12e0omera. Orders Database  Cobas 2/Cobat 2
peCImen Vent Og ( ) Can e o 12720/ 2016 1:0... Orders Database  Cobas 2/Cobas 2

1272072016 1:0... Orders Database  Cobas 2/Cobas 2 -

used to show the rules that fired T

DESC Setindrvidual resull inglnment [0
IF | Rezuk On Test "LIPE" NOT =""]

on any given sample. This will B R Do e

IF | Rlesul On Test "HEMO™ MOT =™ |

THEM Set Test Instument ID On Test "HEMO'™ = “C2"

M : DESLC Set indvvidual resull hurumeru 11]
Include warnings and flags as I e On T 1T O
THEHSﬂTcdlmhu-mID Dn Tu-sl 1CI ="C2"
| MNESE fdd
. t IF|EpemmID HabﬂmF‘ahunnl '.EAEM.&.Z‘I‘\I JAND [ Result On Test "LOH" NOT =" | AMD | Rezull On Test "HEMO"™ > *14" | AND [ Resuk On Test "HEMO'™ < “200 ) ﬂ
IAMD [ Fhid ="1") E
a p p ro p rl a e * THEM Set Errer DodelsllJn Test "LDH" = "Review AND Set Enor Mame{z) On Test "LDH" = "Review" AND Set Resul On Ted "LDH" = Resuk On Test "LDH" Concalensted
hwikh “HHLDHELE™ AMD Set Test Comment{s] On Test "LDH" = "Check lor new spacimen’ ANDHddaﬂes:s far Venheahon AND Set Qusbly Indicstor 1 = "Hemalzed"

—DE ST e
IF | Emmor Codefz) OnAny Test NOT ="' | AND [ Enor Code(z) On That Test HOT = “D0 NOT REPORT ** ) AMD [ Errar Code{s] On That Test NOT = "Panic Valus Ovwer

JLowei]" ) AND [Enos Codefs) On That Test NOT Corians "MA ERROR" ) L
TN Rl Bl o® T waby fme b fenfinmbinm

Applied Fiters: 0 | ;
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CAP - GEN 43881 (o) Phase |

. e . [ Tnstrument M finG [ . .
Autoverification Results e e e 7 e

[0 Specimen Event Log

Results are compared with an
appropriate range of acceptable et
values and flags or warnings

12720/2016 1:0... Syitem - Data Qu.. Cobas 2/Cobas 2
12720701610 .obas 2 X3
12720/2016 1:0... Spstem - Data AR, Cobas 2/Cobas 2

. . . . 12/20/20M6 1.0, System - Data Up... Cobas 2/Cobas 2
reviewed prior to autoverification. 1o o Camatama

12/20/2016 1:0... System - Dsta Al Cobas 2/Cobas 2

12/20/2016 1:0... Tracking Cobas 2/Cobas 2

127202016 1:0.., Ovders Database  Cobas 2/Cobas 2

1] [ N D ) 1D D D 3

12720/2016 1:0... Orders Database  Cobas 2/Cobas 2

Specimen Event Log (SEL) can be used to e o e

THEN Set Test Instument ID On Test "LDH" = "C2Z"
DESC Set mdridual result metnument [0

show the rules that fired on any given A o e e

DESC Set ndvvidual resull matument 1D
IF [ Resuk On Test "HEMO“HNOT = ']
THEN Set Test Instiument ID On Test "HEMO™ = "C2"

sample. This will include warnings and e
flags as appropriate.

IF | Specemen ID Matches Pattern of "24ENTAZN | AND | Result On Test "LDH"NOT = " JAND [ Resuk On Test "HEMO™ » "14" | AND [ Flesuk On Test "HEMO" < "2007 ) 3

D | Fhad="1"] =1
THEM S#l EWCM&{ ) On Test "LDH" = "Fleview' AND Set Error Mame(s] On Tast “LOH" = "Review” AND Set Resull On Test "LOH" = ek On Test "LDH" Concalansted '
"EH. LDHELE AMD Set Test Commentft] On Test "LDH" = “Check for new specimen’’ AND Held ol Tests for Vierificastion AND Set Qualty Indicator 1 = "Hemolaed"™
uuuuuuu
IF[EIWI Codefs) On Any Test HOT =" ] AND [ Emor Codels) On That Test NOT = "D0 NOT REPORT ™ ) AND [ Enor Code{s) On That Test NOT = "Paric \akue Qver
u.mmnmmE o Codels) On ThatI st MOT Contain: “MA ERROR” )

Apglied Fiters: 0 |

IF [ Specimen |D Matches Pattern of "286M 1A2M" | AND [ Result On Test "LOH" NOT ="' JAND [ Result On Test "HEMO™ > "14" J AND [ Rezult On Test "HEMO" ¢ "200" )
ARO[ Fluid ="1"]

THEN 5Set Error Eu:u:le[s] On Test "LOH" = "Review' AMND Set Eror Mame(z] On Test "LOH" = "Review" AMD Set Besult On Test "LDH" = Result On Test "LDH" Concatenatec
With “HH, LDHELE AMND Set Test Enmment[s] On Test "LOH" = "Check for new specimen’’ AND Hold all Tests for Venhcation AMD Set Qualty Indicator 1 = "Hemaolyzed"

L T
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CAP - GEN 43887 Phase |l

Autoverification Audit Trail

The audit trail in the computer system identifies all test results that were
autoverified, and the date/time of autoverification.

Specimen Event Log X |

Specimen Event Log (SEL) has an audit il |8 2] A ErefndTen g8 253 R R S AN A @) Seech

trail view which documents the exact

date and t|me Of each event. The User Event DatesTime Ewvent ger D Mezzage Type Testiz] Held By ...
. 121952016 22313 PM Audit Fulez request
ID (blocked out on this example) would 12A92016 115124 PM Audi Rules request
ShOW Who released the result. : 12/20/2016 1:09:01 Ak Audit Rules result
1272042016 1:09.01 A Audit Rules result LDH. LIPE, HEM...
P 1222020016 1:15:43 &M Audit Releaze Results User Action
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CAP - GEN 43890

Autoverification Delta Checks

The autoverification process includes all delta checks that the laboratory

performs prior to manual release of test results.

Delta rules can be
constructed to cover any
number of parameters,
values, timeframes, as well
as patient demographics
and even location.
Specimen Event Log can
demonstrate when a rule
has fired. Remember all
rules are reviewed on all
samples to see if the
results qualifies for that
rule.

datainnovations.com

'E:-j Tree View I x

Phase ||

Value List tems

3 1~ Replace.. | | & | 2¥Protect Bule | Deactivate Fule |t & | & & [+ « + -

i W | ey ¥ oo | @ | A | O | Enter Find Text

ueListfor Percentage
@ I ( { ({Previous Result} {On Test} {value List TestCode} {ls Numeric} ] {AND} [ {Res
-~ & Then: {Add} {Error Code(s)} "DELTA" {On Test} fv'alue List TestCode} fAND} {Add}
- @ Elge
i - =% §.2.2 - Delta rule using YalueList for ABS
: .. @ Else:
Bl -%§.3 - Delta Rules - Previous Result Out of Range or Mon-Numeric

@ Else:
e i Qe Qo Cmenlte Midrids Canadalhla Danms
4 n L3

1

3% | B3 [ ] Enter Find Test
=i

34 21+ | 51| | LoadFrom~ | CopyValuesto New Row | % ¥ | A3 °

=

“::-‘_ Tree \u’iawl [ Grid View ‘

If: ([ ({Previous Result} {On Test {Value ListTestCade} {ls Numeric} ) {AND} { {Resultt {On Test} {Value List TestCode} {ls Numeric} ) {AND} ({Fluid} =
{value ListFluidCode} ) ) {ANCT ({Previous Result Date,/Time} {On Test} {Value List TestCode} > ( {Current Date Time} - falue ListNumDays} {Days OldL))
0 {ANDY ({Error Code(s)} {On Testt Value List TestCode} NOT} {Contains} "DELTA" ) JANDY { fvalue ListDeltaLow} NOT} = " ) {AND} ( {Value
List:DeltasaHight NOTE = ") LANDY [ ({Result-{On Test} {Malue List TestCode} € ({Previous Result: {On Test: {value List TestCode} * fvalue ListDelta®s
Low} ) {OR} { {Result} {On Testt Mvalue List TestCodel > ( {Previous Fesull} {On Test} Value List TestCode} ™ {value ListDelta®High} 1)) ) {AND} (({Sex} =
[value ListSext ) {OR: ({value ListSex} = ")) {AND} ( {Patient Age in Days} > = {value ListLowageDays}) {AND} { {Patient Age in Days} < = {Value
ListHighAgelDays} ) {AND} [ {Fatient Age in Daysk{NOT}=""]

Then: {Add} {Error Code(s)} "DELTA" {On Test: {value List TestCode} {AND} {Add} {Error Name(s]} "Delta Check failed % NS" {On Testt {Value

List TestCode}

Else:

Properties

-

-l Rule

Diescription
If

Then

§.2.1 - Delta rule using walueList for Percentage
({ {{Frevious Result}{On Test} {Walue List TestCode} {ls Mumeric} ) {AND}
faddk{Erar Code(s)} "DELTA" {On Test} Malue List TestCode} {AND} {4d

[ »

Row Enabled | TestCode |FluidCode |Sex | LowdgeDays |HightgeDaps |DeltaZlow |DeltaZHigh |Dekavalue |MumDays

O

» vl GLU 1] 0 73000 0.6 16 150 7
bl BUN 5 0 73000 0.6 1.6 25 7
vl CR 5 0 73000 05 15 15 7
[l A 5 0 73000 10 7
vl K 5 0 73000 15 7
vl CL ] 0 73000 012 112 15 7
vl coz 5 0 73000 0.6 1.6 7
! Ahd 5 0 73000 0.6 16 7
bl LIF 5 0 73000 0.6 1.6 7
vl T 5 0 73000 0.25 1.25 2 7
bl ALB 5 0 73000 0.6 1.6 7
vl CA 5 0 73000 0.15 1.15 2 7
vl BIL ] 0 73000 05 15 25 7
vl DEIL 5 0 73000 05 15 25 7
! MNBIL 5 0 73000 05 15 25 7
bl F 5 0 73000 05 15 2.5 7
vl UAC 5 0 73000 0.75 1.75 7
bl MG 5 0 73000 04 14 15 7
vl CHOL |5 0 73000 0.6 1.6 75 7
vl TRI 5 0 73000 0& 16 50 7
vl HDL 5 0 73000 05 15 25 7
! HHH3 |5 0 73000 05 15 40 7
bl THEO |5 0 73000 10 7
vl FE 5 0 73000 0.2 1.2 7
bl TBC 5 0 73000 0.2 1.2 7
vl CK 5 0 73000 0.6 1.6 7
vl TROP |5 0 73000 ns 15 7
vl LOH 5 0 73000 0.6 1.6 7
(] (= n il

AT

22000
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CAP - GEN 43920 Phase |l
Multiple Analyzer ID

When multiple identical analyzers are used, they are uniquely identified
such that a test result may be appropriately traced back to the instrument
performing the test.

Test Code = 'LOH'
Fesult =157
itz = "L
el
The Specimen Event Log ShOWS Result Date/Time ="12/20/20016 01:05:539 &AM
the details of each result '
including the instrument that écspf‘n’ppu‘”m

Result Status = 'F'

Wﬂﬁiﬁ&ﬁ'
Test Instrument 1D = 'ch02"

ezt Mame = LLH'
Error Mame(z] ="

generated the result. If the R Ty 2
OC Level =2
H H H OC Dated/Time = 1219/26 11:10.32 PM'
I d I I Test ;::t QT::_'H taIM Date/Time = "12/20/206 00:55:29 AM'
instrument includes multiple

Test Last Quem to IM Date/Time = "12/20/2016 D0:55:29 AR’
. . . IM Result Dlatef'l'lime ="12/20/2016 01:09:01 Ab'
modules then the individual Tedt Coe - LIPE
Error Codelz] = "0

1c 1 £ Test Dilution ="'
m Od U I e I S I d e ntlfl ed . Result Date/Time = "12/20/2016 07:07:37 AM'
Besult Status =F'
‘ | Test Instrument 1D = 'c7012" |
| est Name = Lipemia

Error Hame(z] ="'

Result Started Date/Time = "T2/20/20016 07:04:23 AM'
Test Operator D = Jbc2!

IM Result Date/Time = 12/20/2016 01:09:01 Ak
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CAP - COM.01600 Phase ||

PT Integration Routine Workload

The laboratory integrates all proficiency testing samples within the routine
laboratory workload, and those samples are analyzed by personnel who
routinely test patient/client samples, using the same primary method
systems as for patient/client/donor samples.

Date/Time used for Previous Patient Results = '12/21/2016 07-23:50 Ahd'

Fules used:
DESC Step 2.3 - Set Units

When logged in like any patient THER Sor s o Tosr Ly VIPABY - 105

DESC Step 2.4 -Round Result

IF { Fesult On Test "LyMFAB" 15 Mumeric)
Sa m p I e, t h e I n St ru m e nt THEN Found Result On Test "LyMPAB" To "1" Decimal Flaces
DESC Step 3.2.2 - Check High Ref Range |
M I H I I I I IF [ Result On Test "LYMPAB" Is Murneric) AMND [ Result On Test "LvMPAB" » { Extract Component of Reference Range On Test "LyMPAB"
a n age r ru eS WI a p p y exa Ct y Using Component Delimiter From "2" To "2" )]
THEN Add Error Mame(s) "Range High" On Test "LyMPAB" AND Add Error Code(s) "H" On Test "LyhFPAB"
- M . M DESC Step 6 - Display Grouping
like with patient samples. This IF Teot osuted LHPAG!
THEN Set Test Group On Test "LyMPAB" = "ADIFF"
. DESC Step 10.1 - Order Smear for LYMFPAE » 5.0 on Adults
can be d emonst ratEd Via use Of IF { ( Result On Test"LYMPAB" |s Numeric) AND { Pesult On Test "LYMPAB" > "5.00" ) AND { Patient Age in Days > "65745"))
THEN Add Test "COMMENT" AND Set Result On Test "COMMENT" = "PRESENT" AND Add Run Cormment(s) On Test "COMMENT" =
. "Lyrmphocytosis: Perform Smear Review, " AND Add Test "SCAN" AMD Set Result On Test "SCAN" = "vES" AND Set Error Name(s) On Test
t h e S pe cimen Eve nt Log . "SCAN" = "Smear Feview Required"” AND Order Test "SMEART" On Inst "<N-C" AND Order Tast "DIFF" On Inst "Cellavision”
DESC Step 10.1.1 - Hold ADIFF Tests Only
IF Test Resulted "L'YMFPAB"
THEN Haold Test for Verification "LyvhFAB" AND Set Prewvious Test Error On Test "LyMPAB" = "NotValidated"
DESC Step 14 -Yalidate Test
IF { Specimen User Indexed Field 01 NOT = "NatValidated" ) AND { Previous Test Error On Any Test NOT = "MNot Walidated" )
THEN Validate That Test
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CAP — COM.04050 Phase ||

Error Detection and Correction

There is a written procedure for the detection and correction of significant
clerical and analytical errors, and unusual laboratory results, in a timely
manner.

i Xy | g Mo oo |8 A | O | Enter Find Text # - Replace.. | Y| ¢F | 4%Protact Rule | Deactivate Rule | %3] &3 | @ D |« - = - | A3 | @) ! i) | ¥ G3 [ Enter
e Cloy
@ If: [{Fluic} = "1" ) {AND} ( {Result: {On Test} {alue List Test# {MOTE= ") fAND} ( {Result} {On Test} {Value List Test#} < {Value List:Clot Valug}) K]
W h . I . tt d . : - @ Then: {Set} {Error Name(s]} {On Test} {Value List Test#} = "Review" {AND} {Set} {Error Codeis]} {On Test} {Value List Test#} = "Review" JAND} {Set} {Test Comment(s 0 | ‘
o @ Elge:
ile a written procedure is # = B i —
o T J b vl GLU 30
1 d b th 1 t d d | “=:—‘_Treveew‘EGridView| =) A o ,
re q u I re y I S S a n a r r u e S Mz ({Fluid} = "1" ) {AND]  {Resulf {0n Test {value ListTest# {NOT} = ™) {AND]} ({Result {On Test {vValue List Test £} < {value ListClot Value} ) bl |PROT B0 L
Then: {Set} {Errar Name(s)} {On Test} {Value List Test#} = "Review" {AND} {Seft {Error Code(s)} {On Test} {Value List Test # = "Review" {AND} {Sef} {Test Comment(s)} {On Testt {Value List Test#} = M ALB |15
. "Low value - Check for clot and repeat” {AND} {Hold all Tests for Verification} vl CHOL 80
can be constructed to provide =~ R
et g na

much of this review. — :

DESLC Posnisle Jing

IF | Flasid = 1" ) AR f ol O Tt "GLLP BOOIT =™ | AR | Pusgult O T “GLLM € 0" )

THEM S Ener Flasals) On Tt “GLUR = "Farssie™ SN0 S Erve Coseel] D Tt “CLLP
« "Flarasrs™ ML) St To Cotrerraatn On Tt "GLLFS = Lows il - Chack lor clof and
e A PR S8 T o A0 el B0

You can then use the Specimen Tk A A S0

THRE M Ak Tyl Coomimanl ] “0al 89 prolem. Ciorqa wili Mistiond Do ol Tachncs!
Dhrmoad™ Om Tt "GLL" AN Hobd R Tires i Vit oalas

Event Log or Rules Testing to # Tyt I a—
o D Tt “CORT™ = L

demonstrate rules that do this A

IF | Evvos Coro(g) O Ayvy Tast MOT = " § AWD | Esvorr Coded(n ) On Thest Tagd BOT = 00
MO FREFOET ® AND | Ente Costialn) Cin That Tt FOT = "Pasi ol Cwi [Lorsee]”™ | SMND

t f h k i Eror Code(ih On That Taat HOT Contara "W ERROER )
ype O C ec . THEN Faid & T e Vigslio sear.
DESC fwy B
F | Ener Ciosiaja] Oa Arvy Tawt 20T « 00 HIOT BEPORT *§ 23030 { Ervon Codafn) On That =

A Prnpater | B el Tomd
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CAP — COM.04100 Phase Il

Supervisory Result Review

In the absence of on-site supervisors, high complexity testing performed by
trained high school graduates qualifying as high complexity testing

personnel is reviewed by the laboratory director or supervisor/general
supervisor within 24 hours.

Rules can set-up to require secondary review before the release of results.
This can be based on Instrument, Date or Time, Reviewing Tech, etc.

It: ({TestResults Reviewed by} {00 Any Test} =Ivalue List Tech} )
Then: {zet} {zecond Level Review Required} {On That Test}="1"
Else:

datainnovations.com Confidential
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CAP — COM.06300

Specimen Rejection Criteria

There are written criteria for the rejection of unacceptable specimens, instructions for
the special handling of sub-optimal specimens, and records of disposition of all
unacceptable specimens in the patient/client report and/or quality management records.

Rules can be constructed to
review for suboptimal
specimens (hemolysis,
lipemia, icterus) and add ‘
messages, reject or take
other actions based on
written policy

You can then use the

Phase |l

re

B Audit Trail

THEN
DESC Shift1
IF { Shift > = "8" ) AND { Shift <"17")
THEN Zet Shift="1"
Changed data:
Added Oual|ty|nd|cat0r1 of 'Hemolyzed'
of'1!

Changed Result of test 'K fram '4.74" to '4.7 4-H-FPOTELE'
. Changed Error Code(s) of test 'K from '0' to 'Review!
SpeCI I I Ien Eve nt Log Or Changed Test Instrurment |D oftest 'K! from '15E-1" to 'C1"

Rules Testing to
demonstrate rules that do
this type of check.

datainnovations.com Confidential

Changed Error Marne(s) of test 'K from ' 'to 'Review!
Added comment for test 'K' 'Please Redraw'

L L= A L= =ty | ) o | ) L )y )y

Changed Error Code(s) of test LDH' from '0' to 'Review'

Changed Error Marne(s) of test'LDH' from ' 'to 'Review!'
Added commentfor test'LDH" 'Please Redraw'

Changed Result of test 'AST from '200" to '200-H-ASTELE'
Changed Error Code(s) of test ' AST' from '0' to 'Review'
Changed Test Instrument ID of test 'AST' from MOD3 to C1

Changed Test Instrurnent ID of test 'LOH' from 'MOD3 o 'C1!

45 Tree View ax Value List Items

G % | S o o | bl | A | O | hemo 84 - Replace... | | o | i¥Protect Rule | Deactivate Bule | 459]Sh | @ & | & - + -] A3 45| @) ! i) | % S ] EreerFind Test 48 2
E| W Add commentforhemoly5|s aLs - (7)
. D Fow Enabled | Test Code |Low hemoly |High hemoly

a2 O

4| D

a » vl K ] 100

4= Tree View | [ Grid View | o GoT |19 E00

f: { {Spacimen |0} {Matches FPattern of, "2ZABNTAZN" | LANDY { {Resulf} {0n Test} fvalue List Test Code} {NOT} = ") LANDY { {Resulf} {On Test} "HEMO" » Pvalua ListLow vl CPE 184 hao

ernoly’} ] {AMO} ({Result} {On Test} "HEMO" < [value ListHigh hemaly} ) LAND} ({Fluidk ="1") vl DBIL 70 100

Then: {Sett {Eror Code(s)} {On Test} Mvalue List Test Code} = "Review" [AND} {Set} {Errar Mame(s)} {On Test} {Value List Test Code} = "Review" {AND} {Setf} {Result} {On ] AST 39 200 ,g‘

Test {Value List Test Codel = {Result} {On Test} {value List Test Code} {Concatenated With} value List Comment} {ANDY {Set} {Test Comment(s)} {On Test} Mvalue List Test o

Code} = "Check for new specimen" {&ND} {Hold all Tests for Verification} {AND} {Set} {Quality Indicator 1} = "Hemalyzed" =

Else:

LDH 14 200
UIBC 349 100




CAP - COM.30000 Phase |l

Critical Result Notification

The laboratory has written procedures for immediate notification of a
physician (or other clinical personnel responsible for the patient's care)
when results of designated tests exceed established "critical" values that are
important for prompt patient management decisions. Records of
notification are maintained.

datainnovations.com Confidential
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CAP - COM.30100 Phase |
Critical Result Read-Back

When critical results are communicated by phone, “read-back” of the results
Is requested and recorded.

Rules can be written that prompt for the documentation of the read-back.

If: [ { {{Fatient Age in Days} » = [value ListAgeDyLow]} ) {OR} { {value ListAgeDylLow]} = "" 11 JANDY [ ( {Fatient Age in Days} < Malue ListAgelyHight ) {OR} [ Mvalue ListAgelyHight = "1
{AMDY { Mvalue ListCritLow: {NOTE = """ {ANDY ([ { {Result} {On Test Mvalue List TestCodel {ls NMumerich 1 {AMNDT [ {Resultt {0n Test} fvalue List TestCode} < = Pvalue List Critlow} 1) {OR} {
fResult} {On Testt MValue List TestCodel {Contains} "<" ) JAND} { {Location - Facility} = Ivalue ListLocation} ) )

Then: {Hold all Tests for Verification} JAND} {Set} {Error Mame(s)} {On Test: MWalue List TestCode} = "CRITICAL LOW " {Concatenated ‘With} fvalue List TestCode} fAND} JAdd} {Run
Camment(s)} {On Test} "COMMEMNT" = "Ferfarm Clat Check, Follow Critical Callback S0P {AND} [Set} {Erar Code(s)} {On Test} Value List TestCodel} = "cl" {ANDY fAdd} {Test Camment(s)}
"Critical Value called ta: at. by on: " {0n Test} MWalue List TestCode}

Else:

The Specimen Event Log maintains this documentation in addition to the LIS.
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CAP — COM.30100 (cont)

Can also be handled as Second Level Review which
allows the call to be made by alternate individuals.

The “Call” result is answered with the name of the
person who as called along with the date and time. IM
then puts together the message “Critical Result Called
to and read back by J. Doe 02012017, 9:55:15.” and
attaches the message to the critical result for
documentation within the LIS.

Phase |

M'System Configuration Diagnostics Security Specimen Management 558 DC SR

m Instrurnent Manager by Data Innovations, LLC - [Specimen Management Workspace - Client 5:?

Workspace Edit \iew Format Action Help

e ud 5t Client Services @0 e
eveo@Adangin B ey :
Specimen Worksheet
Priotity | Instrument 1D [Riack | Position | Specimen 1D Patiert Name |
1d: COB4 5132 2
R COB4 5043 3
Test Worksheet
Fesuk Date/ Time Test Mame « |H¢5ull
Ed
24172017 350:358M  |H 9 S
| 12127 350:354M L 20
| |2M/207 %5035
_2."1.‘2131?&51:11- Ak [CALL
| 1214207 %50:35 - w014
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Questions?
/Thank you for your time!

35
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